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1. Can companies achieve real peace of mind
In the face of increasing amounts of malware?

widespread epidemics regularly hit the

headlines, and mainstream news
channels reported infections such as ILo-
veYou or Sircam. Back then, hackers were
after notoriety; they wanted to outstrip
the feats of others, infecting more compu-
ters as quickly as possible.

I t has been along time now since

Now, in the 21st Century, the situation
has changed. For some time now security
providers have been warning of how hac-
kers have become professionals, focusing
their efforts on profiting from their activi-
ty. They achieve this principally by decei-
ving users —businesses and consumers
alike- and the repercussions of this change
of focus have been enormous.

On the one hand, companies have seen
how their attempts to safequard their bu-
sinesses have been largely unsuccessful.
Meanwhile, security vendors have been
forced to adopt a new security model to
cope with the current scenario.

A vast avalanche of malware

In recent years, the amount of malware in
circulation has risen dramatically and has
become notably more sophisticated. The
graph below illustrates the malware situa-
tion between 2003 and 2006, a period in
which the amount of malware in circula-
tion doubled every year:
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About five years ago, there were just
92,000 strains of malware, yet by the end
of 2008 there were some 15 million. By
the time the present study was completed
—in July 2009- Pandalabs had detected
more than 30 million examples of
malware.

The reason for this spectacular increase is
clear: money. The year 2003 saw the crea-
tion of the first banker Trojans. Since
then, these malicious codes designed to
steal login credentials for online bank ser-
vices have become one of the most wides-
pread varieties of malware.
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Every day, increasingly sophisticated va-
riants emerge, designed to evade the se-
curity measures put in place by banks. Or-
ganizations such as the Anti-Phishing
Working Group (www.antiphishing.org)
have tried to bring together members of
the IT security industry to counteract the
activities of cyber-criminals. It is a long
hard struggle however, and it is not yet
clear that it is one we can win.

In general, the reason that more Trojans,
keyloggers and bots are created than
other types of malware is that they are
more useful for identity theft. In 2005, al-
most half of new malicious codes were
Trojans:

1 New malware per type - 2005 ]
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Now, in the second half of 2009, the si-
tuation is worse still, with Trojans accoun-
ting for 71 percent of new malware:

New malware per type - Q2 2009
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As with any other business, cyber-crooks
seek to maximize the effectiveness of their
operations. When developing Trojans, they
have to decide which platforms to attack
and the number of potential victims. Un-
surprisingly, Windows is the target in 99
percent of cases, as it is the most widely-
used operating system.

The ultimate objective of cyber-criminals is
to profit financially from malware. Trojans
are the perfect tool for stealing informa-
tion, yet this information still has to be
converted into hard cash, and criminals
are always on the lookout for innovative
ways of achieving this.

Spam

It's a similar story when we talk about
spam. Less than seven percent of emails
that reached companies in the first quarter
of 2009 were legitimate correspondence.
Some 90.92% of messages were spam,
while 1.66% were infected with some ty-
pe of malware. These statistics are the re-
sult of the analysis of more than 69 million
emails by Panda Security between January
and July 2009.

The USA continued to figure as the lea-
ding source of spam in Q1 2009, accoun-
ting for 11.61% of the total, followed by
Brazil (11.5%) and Romania (5.8%,).
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New infection trends

As security companies become more adept
at detecting avalanches of new threats
and covering more infection fronts, hac-
kers are busy discovering and exploiting
others.

The dangers of infection from the Internet
are well known: either through visiting du-
bious sites that silently infect users, or
through downloading files from unreliable
sources, etc.

But recently, another trend has emerged
for reaching potential victims: blackhat
SEO techniques.

BlackHat SEO techniques are not new, al-
though we have seen a sharp increase in
their use over the second quarter of 2009.
SEO stands for Search Engine Optimization
and basically refers to the techniques used
to improve the ranking of websites in sear-
ch engines (Yahoo, Google, etc.). BlackHat
SEO refers specifically to the use of SEO
techniques by cyber-criminals to promote
their Web pages.
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To illustrate this situation, on June 1 Mi-
crosoft announced in E3 it's “Project Na-
tal”, the new system which allows interac-
tion with Xbox 360 without the need for
manual controls. This was a widely cove-
red story.

Less than 24 hours later, when searching
Google with the words “Youtube Natal”,
the first result returned was a malicious
Web page. When searching for malicious
pages created by the same cyber-criminals,
we found the following pages with the co-
rresponding subjects:

16,000 links "TV Online"

16,000 links “YouTube”

10,500 links "France" (Airline Crash)
8,930 links "Microsoft" (Project Na-
tal)

3,380 links "E3"

2,900 links "Eminem" (MTV
Awards/Bruno Incident)

2,850 links “Sony”

Youtube has also been a major target for
cyber-crooks this quarter. Basically, Youtu-
be lets registered users add comments to
the pages displaying the videos. In this ca-
se, criminals have been creating accounts
and then generating a series of comments

automatically. These comments include
links to malicious websites designed to in-
fect users. In total, more than 30,000 such
malicious comments have been created.

Other social network sites, such as Twitter
or Facebook, have also been used to distri-
bute malware.

A worm appeared in April which used a
cross-site scripting technique to infect
Twitter users when they visited the profiles
of other infected users. It then infected
the new user’s profile to continue propa-
gating. New variants soon appeared of
this worm, created by one Mikey Mooney,
who apparently wanted to attract users to
a service competing with Twitter.

In early June, Twitter was the focus of
other attacks, this time using different te-
chniques: basically a variation of BlackHat
SEO for Twitter. This social networking
service has a feature called “"Twitter
Trends”, which is a list of the most popu-
lar topics on Twitter. When users select a
topic through this feature, they will see all
‘tweets’ published related to this issue. As
these are the topics that most people
read, they make an obvious target for cy-
ber-crooks.
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In this case, malicious users were writing
tweets about the topics listed in Twitter
Trends with links to malicious Web pages
from which malware was downloaded.
The first attack focused on just one of the
topics, but just a few days later the scope
of the attack increased and all popular to-
pics contained malicious links. When the
actor David Carradine died, in just a few
hours there were hundreds of malicious
tweets, and the same occurred with other
popular issues on Twitter.

Traditional viruses are history. Cyber-
criminals are now looking to profit
from their activities. To do this, they
try to sneak under the radar of
security vendors, saturate
laboratories with waves of malware,
or snare victims -corporate and
consumer- through social
engineering.

Trojans are the most common
problem, along with other types of
malware that can be used for
identity theft. Search engine
optimization is also used to trick
victims, and social networks are used
as platforms to spread malware.
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Current trends in figures

The problem we are witnessing can only
be fully grasped by looking at the figures:

50,000 files are received every day, of
which 37,000 are new malware sam-
ples. 99.4% of the files are automatica-
lly processed by Collective Intelligence,
taking an average of six minutes per ca-
se.

52% of the new malware processed by
Collective Intelligence exists for just 24
hours.

In the first quarter of 2009, Collective
Intelligence processed 4,474,350 files.

To do this manually would require
1,898 and 926,347 hours of work.

The Collective Intelligence database oc-
cupies more than 18,000 GB.

If this amount of information were in
text format, it would be equivalent to
727,373 volumes of the Encyclopedia
Britannica, with almost 33 billion pa-
ges.

Laid end-to-end, these printed pages
would stretch for over 9 million kilome-
ters, the equivalent of going to the
moon and back twelve times.

And if we had to send this information
across a standard ADSL connection, it
would take 1,045 days.

What risks does this situation pre-
sent for companies

All too often, the risks are seen as distant
and hypothetical, and businesses rarely
stop to think about the real impact they
might have.

Many obvious risks readily spring to mind,
yet there are others whose effects on a
company'’s finances are impossible to pre-
dict.

What are these risks?

Logically, all risks can result in financial lo-
ss, whether as a result of having to shut
down systems or through employees was-
ting time or hackers accessing confidential
data and stealing money.

But have you ever calculated the impact of
clients losing their faith in your company?

Imagine the effects of an attack that expo-
ses your client database, or your compu-
ters sending spam or phishing without
your knowledge, or if anyone who buys
from your website having their details sto-
le by a banker Trojan...

The bigger your company, the
more risks you face...
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Some things that might not trouble a sma-
[l company could be a real nightmare for
larger organizations... Imagine if data on
prototypes goes missing from a company
that relies heavily on its patents.

The usual reaction is to think “it won't ha-
ppen to me”.

So let’s take a look at some real examples:

Three British hos-
pitals -protected by McAfee- are in-
fected by a virus dating back to
2005 and are brought to a stand-
still.

The Houston Justice
Department is paralyzed by the Con-
ficker virus.

The FBl and US Mar-
shalls" communications are brought
to a standstill due to a virus.

Three Spanish hospitals
and 112 emergency services are pa-
ralyzed by a virus.

* Incidents reported in online media. References in the final chapter.

Only the most spectacular cases
are reported. Have you ever stop-
ped to wonder how many compa-

nies are infected every day? And

whether they even realize? .

75% of French na-
val vessels are left without commu-
nication as systems are brought do-
wn by malware...

IT systems of the Bri-
tish Ministry of Defense and the
French and German armies are cri-
ppled for several days by a virus.

The British Ministry
of Defense aborts the landing of an
aircraft as its Windows systems are
affected by a ‘global virus'.
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1. Common infection channels

amount of threats that we face every

day. They come in all shapes and sizes,
depending on what the creator is aiming
for, how they are distributed, how they re-
ach victims, etc.

I tis not easy to get an idea of the vast

It would take a long time to explain them
all in detail. But we can simplify the classi-
fication by looking at the three most fre-
quently used infection channels.

Attacks or infections via email.
Infections over the Internet.

Infections from the individual PC of the
user.

Attacks or infections via email

Email is now an essential channel of com-
munication for all companies. It is simple,
efficient and quick. It is also however the
principal channel for spam and phishing
along with other types of malware, such
as viruses, worms and Trojans.

Not only do employees waste time dele-
ting these threats from mailboxes -with
the consequent financial impact for the
company-, but there is also the risk that
users are not sufficiently aware of how to
detect messages that could pose a threat.

It is therefore essential that there is protec-
tion at server level as well as at the level of
the individual mail client to ensure the res-

ponsibility for threat prevention does not
fall entirely on individual users.

Infections over the Internet

Internet-borne threats are becoming in-
creasingly common. One of the main risks
is when malicious content is disguised in
order to get users to download -knowingly
or unknowingly- files that could be infec-
ted.

Typical cases include plugins to watch cer-
tain videos, apparently genuine program
files, pdf documents hiding malware, etc.
The risk becomes even greater given the
proliferation of spoof websites. These fake
Web pages are designed to trick users into
thinking they have accessed the website
on their own bank.
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Infections from the individual PC of ves, such as USB memories, and these are
the user also being used to distribute malware.

Another major risk comes from the securi-
ty of users’ individual computers. There

are many possible factors that play a part The three main malware infection
in allowing a virus to infiltrate an organiza- vectors are:
tion:
e Email
@ Basic company security policies have
not been followed, such as strong pass- e Internet
words.

e Individual users’ PCs

o Regular security patches for Microsoft
Windows have not been applied.

e There is no security protection. The co-
rrect security product has not been ins-
talled or is out of date.

o Remote users are connecting from
anywhere without adequate security
policies or monitoring.

o Etc

Any of the above cases could present a se-
rious risk for the integrity of the company
systems.

Moreover, it's not just a question of
unwitting users simply downloading po-
tentially dangerous files from the Internet,
there are also risks in social networks and
communities, with no controls over the
links that users click on, the sites they visit
or the services they subscribe to.

It has also become increasingly popular to
share information through removable dri-
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3. What the companies say...

anda Security has published in 2009 ness asset. However, only 64% have
P its first International Security Baro- someone dedicated exclusively to secu-
meter (available from rity.
www.pandasecurity.com).

The results of this study reveal that
malware really is a problem for people in
business today, and is a concern that
affects their everyday work.

Some 58% of companies have been in-
fected at some time by malware.

Malware infections have caused 30%
of businesses in Europe to shut down
their business activity, while 36% of
SMBs suffered productivity losses and
15% lost important data.

These infections occurred despite 93%
of European SMEs having some type of
security system installed.

With respect to the type of protection
installed, 27% of those with a security
system have a free software solution.

When companies were asked about
the reason for not having a security
system installed, a third of them
answered that they were too expensi-
ve. Also, 8% replied that it was not ne-
cessary to have a security system insta-
lled.

As for the role played by security in
companies, 55% of companies in Euro-
pe consider security an important busi-
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If companies protect themselves and are aware of the problem... What
is causing these security holes?

While traditional security solutions are critical as a first line of defense, compa-
nies of all sizes still face the risk of numerous security holes which are exploi-
ted by modern malware techniques. Today, malware silently infiltrates corpo-
rate networks for several reasons:

e There is no security strategy to cover the main infection vectors.

e Companies allow remote users or offices to connect to the main network
with devices that could be infected.

e Incorrect management of remote offices.

e There is no serious training or information about the latest infection techni-
ques or ruses used by hackers. This means that easily exploited technolo-
gies, such as file sharing, multimedia and instant messaging, pose a serious
threat to network integrity.

e Too many computers are inadequately maintained, laptops of contractors
or collaborators, sharing of files through USB drives, etc...
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4. How to achieve true peace of mind against
malware and hackers.

ith the current malware and cy-

ber-crime situation, the only

way to achieve real peace of
mind is to opt for protection from the best
security service provider:

o Leading-edge technology capable of
combating any potential problems.

e Solutions specifically designed to achie-
ve maximum security for your business.

o Comprehensive technical support, so
you can concentrate on your business,
and leave the security of your company
in the hands of experts.
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5. Our technological vision

the vanguard of security technolo-

gy, providing groundbreaking anti-
malware security solutions. As a visionary
company, Panda’s innovations have always
been years ahead of competitors in the IT
security sector.

P anda Security has always been in

Such was the case with our TruPrevent
proactive detection technologies, which
could detect malware even without prior
identification. Panda first launched this in-
novation in 2005, yet similar technologies
have only recently been implemented in
competitors’ products.

This is just one example, but if we look
back over the company's 20-year history
(http://www.pandasecurity.com/20anniver
sary), it is clear this has been a constant
factor: reinvestment of 30% of turnover in
R&D&i to ensure we always offer cutting-
edge technologies.

Our current technological vision for pro-
tection is based principally on our system
for automatically analyzing, classifying and
disinfecting malware, which we call Co-
llective Intelligence. It is also based on
offering products under Nano architecture
to reduce impact on local resources and
delivering Saa$S (Software-as-a-Service) so-
lutions.

Collective Intelligence

With the rapid increase in the amount of
malware, which Panda Security identified
as far back as 2006, we realized it would
be practically impossible to protect our
clients using the traditional model.

Antivirus laboratories normally follow a set
procedure in dealing with malware: the
samples are received (a new virus, worm,
Trojan...), analyzed by a technician and a
corresponding vaccine is created. This is
then published across the Internet, so that
users can update their local signature file
and thus be protected against the new vi-
rus.

This model, which had functioned ade-
quately in the past, became useless when
laboratories went from receiving 100 sam-
ples a day to an average of 37,000.

This would require a whole army of tech-
nicians working around the clock to pro-
cess all the new examples of malware re-
ceived.

At Panda, aware of the situation, in 2006
we began to develop a series of technolo-
gies based on artificial intelligence -called
Collective Intelligence-. These technologies
can automatically analyze, classify and dis-
infect 99.5% of the new malware we re-
ceive every day at Pandalabs, keeping our
clients protected almost in real time.
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This leaves our laboratory technicians to
process the remaining 0.5% of malware
received. These cases, which tend to be
more technologically complex, require mo-
re than Collective Intelligence to determi-
ne whether or not they are malware.

We first released these technologies in
2007 and currently all our solutions bene-
fit from this vast knowledge base, offering
protection ratios way above the market
average.

Nano architecture

Our philosophy of protecting clients with
Nano architecture aims to minimize the
impact of our solutions on system perfor-
mance.

Inextricably linked to the concept of Co-
llective Intelligence, we look to shift the
operation of our solutions to the cloud.
This emphasis on Web-based protection
requires that only the most basic actions
need to be carried out on our clients’ in-
frastructure.

To explain this more clearly, we can first
look at the traditional model. In order for
a traditional security solution to be able to
block a threat, it must first recognize it.
This not only implies work in the labora-
tory, but also that this knowledge must
somehow be available in the security solu-
tion installed.

Traditional security solutions operate with
local signature files and sometimes a set of
proactive detection technologies. This
means that the entire malware database
must be stored on the server or local com-
puter. If there is a database of 30 million
unique malware entries, this implies that
all of this knowledge must be on the com-
puter.

The problem is that every time, say, an
email is received, the antivirus has to
check the entire database, consuming re-
sources and slowing down the computer.
With solutions based on Nano architectu-
re, this problem is resolved by shifting the-
se operations to the cloud; there is no
need for a local database and there is no
excessive drain on local resources.

This translates into greater speed and
greater availability of memory resources as
certain processes are run somewhere
other than the computer CPU.

Many Panda Security solutions already
function in this way, and all the rest of the
traditional solutions are migrating to this
architecture model.
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SaaS Model
The technological vision of Panda

Finally, offering SaaS (Software-as-a- Security is based on a proprietary
Service or Security-as-a-Service) security system of automatic analysis,
solutions is another competitive advanta- classification and disinfection of
ge. These Web-hosted solutions providing threats called Collective Intelli-
services from the cloud offer the additio- gence. These technologies, along

nal advantage of considerable savings for
clients on infrastructure, and greatly sim-
plify security management, including the
option to delegate it to third-parties (part-
ner, reseller, consultant, etc.).

with Nano-based architecture
and delivered through the SaaS
model, ensure that Panda’s cor-
porate solutions are in the van-
guard of security technology:

e Offering virtually real-time
protection against the nume-
rous threats in circulation.

e Enabling major cost savings in
infrastructure.

e Greatly facilitating security
management, eliminating the
need for specialized personnel
and reducing management ti-
me.

e Reducing the workload on lo-
cal resources, which can then
be dedicated to core tasks in
the company.

e And finally, allowing solutions
to be configured to the speci-
fic needs of the client.
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6. Global Business Protection: Security solutions
for your company

oday's malware is designed almost
T exclusively for financial gain, whe-

reas hackers target small and large
companies indiscriminately.

Panda Security’s Global Business Protec-
tion solutions offer a personalized service
to provide global security aimed at the
specific needs of your company.

e Traditional solutions, managed services
(hosted) or a combination of both.

e Security solutions for email, web traffic,
endpoints and servers to guarantee
maximum protection.

e Solutions that are simple to install and : 1

maintain with a minimal investment. .- \
By complementing a solid, proven techno-
logical approach, with an additional pro-
tection strategy and the best support ser-
vices, Global Business Protection offers
your company peace of mind, so you can
focus on what is really important for your
company.
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Panda _
Managed Protection

Clean mail managed service

Panda Managed Email Protection is a
managed security service that protects all
your email traffic, ridding it of 99% of
spam and 100% of malware. Panda Ma-
naged Email Protection allows your IT per-
sonnel to spend their time on other, more
profitable initiatives for the company.

Guarantees delivery of 100% virus-free
email.

Minimizes operating costs.
Increases productivity.
Optimizes mail management.

Guarantees service continuity and
effectiveness.

Contingency measures to deal with
mail infrastructure failure.

Facilitates implementation of email
content policies.
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Web traffic

Panda

GateDefender

Web traffic protection

Panda GateDefender GateDefender is a
family of appliances offering perimeter
protection that adapts perfectly to the
needs of your network, consolidating your
first line of defense.

As Internet-borne threats account for 99
percent of threats to reach networks, cor-
porate perimeter protection is a necessity
not a luxury.

Plug and Protect.

No complexity.

Minimizes operating costs.

Increases employee productivity.

Prevents loss of confidential informa-
tion.

e .'-'-"'
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‘%h PCs and servers

Panda
Corporate

Proactive, multilayer protection for
your assets.

Panda Security Corporate Solutions are
based on modular, flexible and scalable ar-
chitecture.

Maximum protection and minimum risk
of infection.

Panda

Complete, centralized monitoring of SeCUI’ItyTor‘Busmess

the entire network.
Efficient security solution.

Helps enforce corporate security policy
and optimizes employee productivity .

1 Panda _
5 SecurityforBusiness

Simplifies risk management.

Protects the company’s critical assets.
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ﬁi PCs and servers

Panda .
Managed Protection

Focus on your core business and
forget about your antivirus!.

Panda Managed Office Protection is a
security solution for PCs and servers based
on the concept of Software as a Service
(Saas). Software as a Service lets compa-
nies focus on their core business, freeing
them from the management tasks and
operating costs associated with traditional
security solutions.

Ensures maximum protection for PCs,
laptops and servers.

Minimizes operating costs.
Minimizes resource consumption.
Easy to use, easy to maintain.
Improves risk management.

Prevents identity theft.

Reinforces regulatory compliance.
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7. The best tech support services

and security solutions are based on a

simple philosophy: always offering
maximum protection to clients. This is why
we strive to offer the best services, not
just by researching and developing the
most competitive technologies in comba-
ting malware, but through technical ex-
perts whose job it is to make our clients’
lives as easy as possible.

P anda Security’s technological vision

From pre-sales technicians, who will help
you through the design and deployment
of a security solution that adapts perfectly
to your needs, to our post-sales support
team, offering 24 x 7 help from 56 coun-
tries, we are always ready to deal with any
guestions or queries you might have.

Our technical support team operates loca- Our security solutions are designed
lly from each country, providing support in especially for your peace of mind,
your native language. so you can focus on what is truly
important to you, and leave your
We are committed to offering a rapid in- security in the hands of real experts.

tervention service for any of your needs,
with @ minimal impact on your business.

Similarly, we offer free migrations to solu-
tion updates, and exceptional conditions
for switching to other solutions in our pro-
duct portfolio.

We also offer training for your technicians,
keeping them up-to-date on the malware
situation as well as the most appropriate
security policies for your company.
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8. What our clients say...

PCs and servers

“After running trials of several

EAD i security products (Norton,

cAsaEspacio  Avast, Kaspersky and Panda

Security), Panda proved to be

the solution that best met our expectations,

particularly through its low resource con-

sumption, centralized management and easy
deployment”.

Jean-Yves Andreoletti

Director of systems and network integration
platforms / PMR Validation

EADS Defence & Security

France

\ “Since 1995, when we first imple-
e \ mented Panda in Grupo Amper,
ampPer we have witnessed year after year
just how shrewd that initial deci-

sion was”.

Manuel Fernandez
IT Director

Grupo Amper
Spain

$Me.  provincia “One of the main

‘?2} g rg:- EMAUS benefits of Panda
MWNNY ESCUELAS PIAS Managed Office

Protection Is cost sa-

vings, as well as the peace of mind derived
from knowing we are protected against all ty-
pes of threats”.

José Maria Dominguez

IT Department at La Provincia Emaus
Escuelas Pias Provincia Emaus

Spain
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Web traffic M Email

%""l e 4 “Panda Ga thefende_r can ”Panda Manfaged Email Protection provided
R block threats in the perimeter our clients with a critical solution for spam ma-
sxidi-dkan  and detect malware in in- nagement, freeing them from routine tasks su-
bound and outbound traffic”. ch as mail filtering and removal. After just 7
days using it they rated it 10 out of 10"
Mr. Ong
Corporate Network Manager Joan Vila
Sin Chew Daily Manager
Malaysia Ordismatic (Channel partner)

Spain

“Thanks to GateDefender’s
Web filtering capability,
we’ve been able to increase
our employee productivity”.

At rame

Mike Van Fleet

[T Administrator
Matchframe Video
USA
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